SBCSC Staff BYOD (bring your own device) Instructions: 12/03/2018

Teachers and staff, use these instructions to get a personal device of yours connected to
the SBCSC-BYOD wireless network. Once connected, you will be able to access the
Internet and PowerSchool.

Note for those who have connected to SBCSC-BYOD in the past, but are having trouble
connecting using these instructions:

If you are having trouble connecting to SBCSC-BYOD, you may need to “forget” the
SBCSC-BYOD network in your device in order to connect using the steps in this
document. For instructions on forgetting the network, go to page 14.

Detailed instructions to connect to SBCSC-BYOD:

Page 2 = Chromebook

Page 3= Android devices
Page 4 = Mac laptops

Page 5 = iOS devices

Page 6 = Windows 10 laptops

Page 7 = Older Windows laptops
If you need to manually add the SBCSC-BYOD connection to a Windows laptop:

e Page 8 = Windows 10 laptops
e Page 11 = Older Windows laptops



Connecting a Chromebook

1. Click on the Wireless icon at the lower right of your screen.

2. Click on the arrow pointing to the right that is positioned to the right of the name
of the network that is currently connected if there is one.

3. Fillin the “Join Wi-Fi network” screen by first choosing PEAP from the drop-down
menu in the field labeled “EAP method:”.

4. Choose Automatic from the drop-down menu in the field labeled “Phase 2
authentication:”.

5. Choose Do not check from the drop-down menu in the field labeled “Server CA
certificate:”.

6. Enter your email username without the “@sbcsc.k12.in.us” into the field labeled
“I[dentity”.

7. Enter your email password into the field labeled “Password” and click the
Connect button.

8. The screen should look like this:

Join Wi-Fi network *
S5ID: SBCSC-BYOD

EAP method: PEAP v
Phase 2 authentication: | Automatic *
Server CA certificate: | Do not check ot

Subject Match: | |

User certificate: | lone installe h

[dentity: |as’mne |

Pasoword: | sessssssssees

Anonymous identity: | |

+| Save identity and password

Share this network with other users

)

9. You should now be connected.
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Connecting an Android Device

Choose SBCSC-BYOD from the list of available wireless networks.

Select the drop-down list to the right of the words “Select certificate”.

Choose the option “Don’t validate” from that list.

Enter your email username without the “@sbcsc.k12.in.us” into the field labeled
“Identity”.

Skip the field labeled “Anonymous identity”.

Enter your email password into the field labeled “Password” and press enter or
select “Connect” from the bottom right of the login screen.

You should now be connected.

SBCSC-BYOD

EAP method
PEAP v

Phase 2 authentication

None =

CA certificate
Select certificate
CA certificate must be selected.

Identity
astone

Anonymous identity

Password

m ol‘\ﬂlll “f\ﬂﬁlllﬂl‘fl

CANCEL



Connecting a Mac Laptop

1. Choose SBCSC-BYOD from the list of available wireless networks.

2. Enter your email username without the “@sbcsc.k12.in.us” into the field
labeled “Username:”.

3. Enter your email password into the field labeled “Password:”.

4. You may see a screen about accepting certificates like the following:

Authenticating to network "SBCSC-BYOD"

Before authenticating to server "isel.sbesc k12.in.us", you should examine the server's
— certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate’.

? Show Certificate Cancel Continue

5. Click on the “Continue” button.

6. You may also get a screen like the one below asking for a username and
password. It is important to note that this screen is asking for an admin
username and password for your personal device and NOT necessarily
your SBCSC email username/password. Enter the proper credentials and
click on Update Settings.

You are making changes to your Certificate Trust
Settings.

j\ Enter your password to allow this.

User Mame: admin username

Password: essssess

Cancel

7. You should now be connected.



Connecting an iOS Device (iPhonel/iPad)

1. Choose SBCSC-BYOD from the list of available wireless networks.

2. Enter your email username without the “@sbcsc.k12.in.us” into the field
labeled “Username:”.

3. Enter your email password into the field labeled “Password:”.

ull ATET = 2:53 PM ()

Enter the password for “SBCSC-BYOD"

Cancel Enter Password Join

Username astone

Passworcd eeeeecesecscsee

4. After you enter your information, click Join.
5. You may see a screen about accepting certificates like the following:

wl AT&T LTE 2:54 PM (- )

Cancel Certificate Trust

isel.sbcsc.k12.in.us

ad_CROCCC_CA

IsoUcU DY dU-oDLUOoL~ LA

Not Trusted

Expires 5/10/19, 10:45:36 AM

More Details

6. Choose Trust option in the upper right. You should now be connected.
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Connecting a Windows 10 Laptop

Choose SBCSC-BYOD from the list of available wireless networks.
If you want to connect to this network automatically in the future tick the box
labeled “Connect automatically” and click on Connect button.

ﬁ SBCSC-BYOD

Secured

+~ Connect automatically

Enter your email username without the “@sbcsc.k12.in.us” into the field labeled
“‘Username:”.
Enter your email password into the field labeled “Password:”.

ﬁ E“_:E‘-CSC -BYOD

Secured

Enter your user name and password

astone

Cancel

After you enter your information, click OK.
You may get a Windows security alert like the following:
SBCSC-BYOD

Continue connecting?
If you expect to find SBCSC-BYOD in this
location, go ahead and connect Otherwise, it

may be a different network with the same
name.
Show certificate details

Click on the Connect button. You should now be connected.



Connecting an older Windows Laptop

. Choose SBCSC-BYOD from the list of available wireless networks.

. You will be asked to enter your email username and password. After you enter
your information, click Connect. Note: You DO NOT need to add the
@sbcsc.k12.in.us to your username.

. You may get a Windows security alert like the following:

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We
recommend that you terminate the connection and contact your administrator
with the information provided in the details. You may still connect but doing

you to security risk by a possible rogue server. *

Details Terminate | | Connect

. Click Connect on the bottom right. You should now be connected.

. If you have trouble connecting your Windows laptop after doing the above steps,
you may need to add the SBCSC-BYOD network to your laptop manually. Go to
the next page for instructions on how to do this.



Manually Adding the SBCSC-BYOD Network to a Windows 10 Laptop

1.

Go to your Control Panel and choose the Network and Sharing Center app,
then click on Set up a new connection or network.

Choose the option Manually connect to a wireless network and click the Next
button.

Enter the information just as it is in the pic below then click Next.

€ F Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: [ sBCSC-BYOD| |

Security type: WPA2-Enterprise it
Encryption type: AES
Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Cance

Click on Change Connection Settings then click on the Security tab. You
should see the following:

SBCSC-BYOD Wireless Metwork Properties >

Connection  Security
Security type: WPAZ2-Enterprise .

Encryption type: AES ~

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) ~

Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel



5. Click on the Settings button located in the middle of the Security tab.
6. Uncheck “Verify the server’s identity by validating the certificate” then click OK.

Protected EAP Properties =

When connecting:
[ verify the server's identity by validating the certificate

Connect to these servers {examples:srv 1;srv 2;, *\.srv 3\, com):

(M} addTrust External CA Root ~
[] Baltimore CyberTrust Root

[ certum ca

[] certum Trusted Network CA

[ class 3 Public Primary Certification Authority

[] coMoDo RSA Certification Authority

[ migicert Assured ID Root CA ¥
< >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAFP vZ) ~ Configure...

Enable Fast Reconnect
[[] Disconnect if server does not present cryptobinding TLY
[C] Enable Identity Privacy

Canca

7. You should now be back at the Security tab, choose Advanced Settings from
the bottom.

SBCSC-BYOD Wireless Metwork Properties s

Connection  Security

Security type: WPAZ2-Enterprise et

Encryption type: AES L

Choose a network authentication method:
Microsoft: Protected EAF (FEAF) - Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel



8. From within Advanced Settings,make sure Specify Authentication Mode is
checked and choose User Authentication from the dropdown menu. Right next
to the dropdown menu is a Save Credentials button, click on it.

Advanced settings X

802, 1 settings 302,11 settings
Spedfy authentication mode:
User authentication w Save aedentials

Delete credentials for all users

[C1Enable single sign on for this netwark
Perform immediately before user logon
Perform immediately after user logon
) 10 %

Allow additional dialogs to be displayed during single
sign on

This netwark uses separate virtual LANs for machine
and user authentication

e

9. and it will ask for your username and password. You must put ad\ before your
username just like the pic below:

Windows Security =
Save credentials
Saving your credentials allows your computer to connect to

the network when you're not logged on (for example, to
download updates).

adiastone

0K Cancel

10.Click OK on all open menus. You should now be connected.
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Manually Adding the SBCSC-BYOD Network to an older Windows
Laptop

1. Go to your Control Panel and choose the Network and Sharing Center app,
then click on Manage Wireless Networks.

2. Click the Add button on the top left then choose Manually Create a Network
Profile.

3. Enter the information just as it is in the pic below then click Next.

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: SBSC-BYOD

Security type: WPA2-Enterprise "

Encryption type: AES -l

Security Key: Hide character

V| Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

4. Click on Change Connection Settings then click on the Security tab. You
should see the following:

11



5.

6.

SBCSC-BYOD Wireless Network Properties X

Connection | Security

j| Security type: WPA2-Enterprise |

I Encrypbon type: AES -

Choose a network authenbcation method:
Microsoft: Protected EAP (PEAP) - Settings

| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Click on the Settings button located in the middle of the Security tab. Uncheck
Validate Server Certificate then click OK.

You should now be back at the Security tab, choose Advanced Settings from
the bottom. From within Advanced Settings,make sure Specify Authentication
Mode is checked and choose User Authentication from the dropdown menu.
Right next to the dropdown menu is a Save Credentials button, click on it and it
will ask for your username and password. You must put ad\ before your
username just like the pic below:

12



Windows Security -

Replace credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

| ad\jsmith ]

T |

0K Cancel

7. Click OK on all open menus. You should now be connected.
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Forgetting the SBCSC-BYOD Network
Chromebook:

1. Click on the Wireless icon at the lower right of your screen.

2. Click on the arrow pointing to the right that is positioned to the right of the words
“Connected to SBCSC-BYOD”.

3. Select the SBCSC-BYOD network, and click on the word “FORGET” near the top
right of the window.

iPhone/iPad:

Launch the Settings app

Tap on WiFi

Tap the infobutton next to the network name
Tap Forget This Network

pON =

Mac Laptop:

1. Click on the Wireless icon on the top right of your screen and choose Open
Network Preferences

2. Click on Advanced and make sure you're on the WiFi tab

3. Select the SBCSC-BYOD network and click the button

Android Device:

1. Launch the Settings app
2. Choose WiFi
3. Select the SBCSC-BYOD network and choose Forget

Windows 10:

Open Settings

Click on Network & Security.

Click on Wi-fi.

Click the Manage known networks link.

Select the SBCSC-BYOD Wi-Fi connection.

Click the Forget button (there is no confirmation dialog using this button, so make
sure that you really want Windows 10 to forget this connection before clicking the
button).

Ok wh =

Windows older:

1. Launch the Control Panel and choose the Network and Sharing Center applet
2. Click on Manage Wireless Networks
3. Right click on SBCSC-BYOD and choose Remove Network

14



